In the News

At an independent provider of call-
management systems, an end user
visited “the wrong website” and
unknowingly downloaded malware.
Impact: Affected applications and files
on 500 desktops and 500 servers; the
company was shut down for three days.

Key Facts

Fact: More than 70 percent of the
most popular sites contain malicious
content or hidden redirects.

Fact: One in three small and medium-
size organizations believes that a
severe malware attack would put
them out of business.
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Solutions Brief AﬂcAfee®

Web Security for Midsize Organizations

The web is one of the top five attack vectors against midsize organizations. Protecting
your company against web-borne threats should be part of a total security solution
that also addresses the other vectors you must defend: email, systems, networks, and
data. But whether you want to address all five areas or concentrate on improving
your web security, McAfee has a choice of solutions to meet the requirements of your
organization including on-premises and Security-as-a-Service options.

Defending a Critical Gateway

Browsers are the least-protected and therefore easiest medium for transferring malware, which helps

to explain the increase in browser-based attacks. Cybercriminals are constantly creating innovative
attacks such as spear phishing and bogus “money-saver” websites to take advantage of employees and
inadequate IT safeguards. Employees themselves are sometimes guilty of visiting sites that are dangerous
or simply inappropriate. In either case, the web can seem like a minefield for organizations trying to
conduct legitimate business.

McAfee® web security products empower businesses like yours by enabling you to:

- Get strong, real-time threat protection—Benefit from always-on, active malware protection and global
reputation intelligence to stop even the latest Web 2.0 threats before they can enter your network

« Enable productive use of Web 2.0—Confidently use Web 2.0 within your organization by leveraging
strong content, reputation, and category-based filtering

- Stop data loss—Scan user-generated content and protect against confidential information leaking from
the organization through blogs, wikis, and other Web 2.0 applications and sites

* Reduce liability—Prevent employees from visiting unauthorized or inappropriate websites

- Ensure flexible security policies—Vary web usage policies within your organization by job requirement
or by working hours

« View web usage trends—Review trends in organizational web usage to refine policies and
optimize productivity

15 Minutes a Day to Web Security (and Complete Protection)

The McAfee “15 Minutes a Day” approach to securing the web gateway is built on a daily practice that’s
designed to help you achieve the best balance of permissions and restrictions for web browsing and
downloading. With McAfee products you can:

« Assess and update the web gateway defense

« Manage URL filtering and provide employees with security information about websites they visit
« Ensure your perimeter filters are current with the latest protection available

- Be aware of and prevent visits to malicious or inappropriate web sites

« Review content filters at gateway

To learn more about how you can protect against web-borne threats, including detailed
step-by-step instructions for implementing total security in just 15 minutes a day,
visit www.mcafee.com/mid/secure15
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